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In 2020, AI is going to accelerate technological change

Over the past decade, the number of scientific papers published on AI have outpaced 

papers published on computer science. In 2017, the number of AI papers had 

multiplied 7x since 1996, while computer science papers increased just 5x during that 

time, according to the AI Index. The interest from researchers shows how important 

AI is going to be relative to other computer technologies in the years ahead.

AI is also seeing greater interest from new undergraduate students enrolling in 

introductory courses and conference attendees seeking agendas dedicated to AI. 

The AI renaissance is also impacting the commercial space. The number of US-

based startups developing AI systems or using AI as an integral part of the business 

increased 113% from 2015 to 2018, backed by a 350% increase in venture capital 

funding (AI Index). Job openings requiring AI skills are soaring, as are the number of 

AI patents being filed worldwide.

As AI-driven processes become more sophisticated and are specialized to solve 

more industry problems, there’s no telling how much AI could influence existing 

business processes. Everything is on the table for automation or augmentation.

AN AI-DRIVEN ECOSYSTEM IS 
EMERGING
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It used to be that the world’s most valuable organizations enjoyed stability. No longer. 

During the past ten years of rapid new technology adoption, traditional businesses 

delivering products to market have been disrupted by digital-first firms using platform 

strategies to deliver services. Microsoft is the one firm out of the top five that endured, 

thanks to a complete reinvention of its strategy. Looking at the new top five firms by 

market capitalization, the common characteristic they share is the platform approach. 

2009 2019

1. PetroChina

2. Exxon Mobil

3. Microsoft

4. ICBC

5. Wal-Mart

1. Microsoft

2. Amazon

3. Apple

4. Alphabet (Google)

5. Facebook

THERE IS NO LONGER SUCH THING AS “TOO 
BIG TO DISRUPT”

Top Five Firms by Market Cap
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Often, governments will form private-sector 

partnerships that require a separate platform with an 

agreed-upon governance model to ensure equity in 

data sharing as well as the benefits realized from 

innovation.

Newer platforms are emerging where the founder of 

the platform builds in their own obsolescence, allowing 

the platform to self-govern after it gains 

enough network strength.

Leading into 2020, organizations who are considering 

platform strategies or contending against them must 

learn understand that under certain conditions a 

platform may achieve market dominance. Dominance, 

or “tipping” will occur when the network effects (the 

degree to which platform users benefit when there are 

more users present) and the multihoming costs (the 

difficulty in switching platforms) are high. This dynamic 

will have a major effect on business strategy in 2020.

AS TECHNOLOGY EVOLVES, SO MUST STRATEGY

2014: 

$14 billion
2025 (Expected): 

$335 billion

Sharing Economy Growth

(Brookings)

Platform business models provide a constant threat and opportunity

Networks of contributors that are orchestrated rather 

than managed are coming together in new ways that 

remove or greatly reduce the influence of a third-

party arbitrator. 

Platform strategies find appeal as a path to resilience 

by both traditional industries and new. In 2019, the 

typical European auto maker draws on more than 30 

partners to make cars that are connected, electric, 

and semi-autonomous. In China, Alibaba’s Ant 

Financial Services (formerly Alipay) is the world’s 

most valuable FinTech firm with 520 million users 

(BCG). 

The creation of data, particularly around citizen 

interactions in the public realm, will be the source of 

new opportunities for governments and private-

sector parties alike to relate to citizens. New 

questions about data ownership have arisen.

Google

83%
Microsoft

75%
AWS

41%

Hyperscale Cloud Platforms 

(Revenue increase Q1 2018 to Q1 2019 per 

Canalys)
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Shifting the focus to business transformation and stakeholder value

The tech disruption isn’t limited to one or two industries. It’s going to affect the 

operations of every organization. It’s no wonder that more than half of Info-Tech 

members believe that change is going to result in a shift in their responsibilities to 

focus on business transformation.

Yet IT leaders still lag their business counterparts when ranking the importance of 

innovation. Business stakeholders consider innovation three times more important 

compared to those in IT.

While IT expects to be tasked with business transformation, they are not valuing 

innovation highly enough to keep pace with the disruption that’s ahead.

of IT leaders expect to 

focus more on 

business 

transformation in the 

next three years.

>50%
Business leaders 

consider innovation

three times more 

important than IT 

leaders do.

3X

THE ROLE OF TECHNOLOGY LEADERS IS 
CHANGING

The top business 

goal business 

leaders want IT to 

support is the 

delivery of 

stakeholder value.

#1

Sources: Info-Tech Diagnostics (CIO Business Vision, CxO-CIO Alignment) 5



BUILDING ON “LEADERSHIP-IN-THE-LOOP”
H

u
m

an

Trust
The extent to which the technology 

improves trust between parties.
The extent to which the technology 

improves user experience by making it 

easier, simpler, faster, or more fun.

Experience

The extent to which the technology 

speeds recovery when a negative event 

occurs or prevents it altogether.

Resilience

To achieve the delivery of stakeholder value, these trends highlight how IT leaders must evolve from over-automation solely for the purposes of scale 

and efficiency. Business benefits are still important, but they are no longer enough, and an over-focus on them will lead to unintended consequences.

B
u

si
n

es
s

Efficiency
The ability of the technology to use 

fewer resources to accomplish the same 

amount of output or more.

The ability of the technology to leverage 

process outputs to improve decision 

making.

Intelligence

The ability of the technology to quickly 

increase capacity.

Scale

Innovators are moving beyond those outcomes and considering ways to augment their people to create resilience. They’re moving along the 

spectrum from a business-centric view to a human-centric view.

Delivering stakeholder value by focusing on the human benefits of technology
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FOUR TRENDS WILL TRANSFORM 
ORGANIZATIONS IN 2020

AUTONOMOUS 
EDGE

TREND ONE: From the competitive cloud to the autonomous 

edge, many organizations have shifted some operations to the 

cloud to gain a competitive advantage. Now innovators are also 

reaching out to compute at the edge.

DISTRIBUTED 
TRUST

TREND THREE: If deep learning, then distributed trust. The 

inherent bias in machine learning algorithms and the need to fairly 

reward creators has pushed innovators towards a more rigorous 

method of validation.

DATA 
EQUITY

TREND FOUR: If digital ethics, then data equity. The common 

thread of ethical issues relating to technology come back to 

consent and personal information, and many see the solution as 

empowering individuals to own their data.

SYMBIOTIC 
ROBOTS

TREND TWO: From robotic automation to symbiotic robots,

despite advances in AI, robots are still not ready to navigate 

unpredictable environments. Working in symbiosis with people is 

the answer.

For 2020, we are introducing the trends 
that will define a new platform for 
business transformation. Understanding 
them will put you on the path to 
delivering stakeholder value through 
technological innovation.
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In 2019, we introduced the concept of 

“leadership in the loop.” The loop itself 

is a continuous process whereby 

technology generates an output, 

consisting of four phases:

Input: The materials, commands, and 

data that are required for a product.

Process: The steps taken to study, 

synthesize, break down, and reconstruct 

the inputs into the finished product.

Control: Assurance that the right 

materials and information is transferred 

to the right stakeholders at the right time 

to complete the product.

Output: The result of the previous three 

steps presented in an actionable way to 

a stakeholder.

A PLATFORM FOR THE 
FUTURE

8

SYMBIOTIC ROBOTS

DISTRIBUTED 
TRUST

DATA 
EQUITY

AUTONOMOUS 
EDGE

RESILIENCE

PROCESS

TRUST

CONTROLOUTPUT

EXPERIENCE

INPUT

The trends in this report constitute a new 
platform for technology to deliver value at 

each stage of the loop. The autonomous edge
draws input, which becomes tasks carried out 

by symbiotic robots.

Distributed trust provides the necessary 
controls to deliver human benefit. This 

maintains the data equity output of the loop 
and is the fuel that keeps this platform going.



TREND 1: 
FROM COMPETITIVE CLOUD 
TO AUTONOMOUS EDGE
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Journal of Cloud Computing, call for 

papers on “Fog/Edge computing for 

emotion analysis”

Edge Computing is expected to play an essential 

role in the field of emotion analysis supporting, for 

example, emotional behavior recognition systems, 

IoT for emotional behavior recognition, and so on. It 

has introduced a family of powerful methods that 

can help to solve the security and privacy problem 

in some IoT based emotion analysis systems. 

However, there are still challenges in these systems 

to be solved, such as scale and complexity, security 

criticality, dynamicity, and fault diagnosis and 

tolerance.

“
“
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FROM COMPETITIVE CLOUD 
TO AUTONOMOUS EDGE

To keep up with the pace of innovation over the past decade, many IT departments 

pursued a cloud computing strategy. In 2020, cloud adoption has reached every 

industry, from government to manufacturing. Ninety-four percent of IT professionals 

say their company is using public, hybrid, or private cloud. Of those using cloud, 84% 

are taking a multi-cloud approach, using the best that large public clouds, including 

Amazon Web Services, Microsoft Azure, and Google Cloud, have to offer (Flexera). 

In 2020 and beyond, IT workers will see diminishing returns on cloud investments in 

terms of differentiating from competition. When everyone is using the same 

playbook, it levels the playing field.

Innovators will instead focus their efforts on improving capabilities at the edge, the 

far reaches of their networks that are often deployed in the field. Capability to capture 

data at the edge and automate decision making will create new competitive 

advantages for organizations. Some innovators are already collecting data inputs 

such as human biometrics and using AI at the edge to determine emotional reactions 

in order to make better decisions.

Amazon has introduced frustration detection based on voice in Alexa. It is also 

developing a voice-activated wearable device that can recognize human emotions. 

“Project Dylan” analyzes the sound of the wearer's voice to discern emotional state 

and would coach on how to interact more effectively (Bloomberg).

Disney filed a patent for a system that would detect emotions of people on theme 

park rides. It also outfit a theatre with infrared cameras to map and predict individual 

facial reactions to films including Star Wars: The Force Awakens (Young).

The collective compute and storage 

capacity of smartphones alone 

surpassed all worldwide servers.

2017

20 exabytes (1 billion gigabytes) of data 

per day were created at the edge (IBM).

2018

Annual data generation is expected to 

scale from 33 zettabytes to 154 

zettabytes. The cost of merely 

transmitting that data would equal 

113% of the current global GDP of $92 

trillion and require 32x the current 

electricity production at 835 peta-watt 

hours (HP).

2019-2025
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https://www.flexera.com/blog/cloud/2019/02/cloud-computing-trends-2019-state-of-the-cloud-survey/
https://www.bloomberg.com/news/articles/2019-05-23/amazon-is-working-on-a-wearable-device-that-reads-human-emotions
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As IoT devices collect a tremendous amount of data at the edge, it 

becomes ineffective to transfer it all back to a central cloud for 

processing. Instead, low-latency solutions that place compute 

power as close to the source of the data as possible are required. 

Technology manufacturers are supporting this need with lighter and 

more modular servers that are rugged enough to be deployed in 

the field, more specialized CPUs made for AI workloads, and more 

sophisticated wireless network protocols. 

Detecting human emotion at the edge is one example of an 

application that will be used in several different industries. 

Healthcare is becoming more emotion-oriented, particularly in 

treatment of children, the elderly, and mentally ill patients. The 

capacity for better understanding of a patient's emotional states is 

needed to assess how healthcare professionals approach 

treatment. Based on the principles of human physiology, data 

collected on a person’s facial expression, tone of voice, or even 

heart rate can be used by an AI algorithm to extrapolate a likely 

emotional state. 

SIGNALS AND 
DRIVERS

There are 100 billion CPUs in the 

world capable of running inference 

machine learning (Reese).

2019

Projected spending by discrete 

manufacturing, transportation/logistics, 

and utilities for IoT platforms, systems, 

and services will exceed $40 billion in 

each category (Liu).

2020

AUTONOMOUS EDGE
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https://pages.arm.com/rs/312-SAX-488/images/AI%20at%20the%20Edge%20-%20A%20GigaOm%20Research%20Byte.pdf
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CRITICAL
UNCERTAINTIES

AUTONOMOUS EDGE

Upgradeability

Cybersecurity

Devices at the edge will have fundamental limits on what the chipset 

can accomplish. It will also be more difficult to upgrade these 

devices, and sometimes even collecting feedback data will be 

infrequent. As a result, when low latency and low power consumption 

aren't priorities, running inference at the edge won't be the best 

model (Reese).

Devices at the edge have attack surfaces similar to a traditional 

computer but also tend to run in publicly accessible places. Given the 

personally identifiable data that may be collected on these devices, 

proper security must be embedded at the outset. Also, managing the 

devices will be more challenging when connectivity isn’t a constant. 

Cost of Operations

The more autonomy that a device is capable of, the more expensive 

it will be. Organizations deploying autonomy at the edge will have to 

do sophisticated modeling to get a proper cost analysis of whether 

it’s the right approach or not.

01 

02 

03 
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BUSINESS BENEFITS
AUTONOMOUS EDGE

Driving data for the digital twin
With AI inference models running on the edge, 

a system's overall power consumption can be 

cut, and costs are minimized by reducing data 

transit and compute (Reese).

Edge devices don't necessarily need embedded 

intelligence. Using an edge server and node 

architecture, processing can be performed 

wirelessly at a layer that's still close to the data's 

origin (Gary Brown).

Local execution means high-speed decisions 

are maintained as systems get larger. A vast 

number of edge devices can be running the 

same inference model. Also, network security is 

simplified with data remaining on the 

device (Reese).

Intelligence

Scale

Hong Kong International Airport 

worked with startup CHAIN to 

create a digital twin of its 

environment. IoT devices collect 

data in real-time and pass it on to 

the simulation to create a virtual 

model of ground operations and 

airport processes. This is used to 

prevent problems before they 

occur, alerting the airport 

community (CHAIN).

Efficiency
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HUMAN BENEFITS

Trust

By executing on specific data locally, the 

exposure of personally identifiable information 

is limited. Edge computing could help 

individuals manage their own personal data 

space in the future, rather than put trust in 

cloud providers.

With cognitive vision, manufacturers can use 

cameras to detect defects in product quality, 

instead of asking workers to scrutinize minute 

details repetitively and in a time-sensitive 

context (Gary Brown).

Cognitive vision could also improve security 

scenarios by watching a store's entrance for 

break-ins or monitoring inventory for theft 

attempts (Gary Brown).

AUTONOMOUS EDGE

Experience

Resilience

Amazon Go is looking to disrupt 

the retail experience by removing 

all friction around transactions, 

allowing customers to simply 

take products off the shelf and 

walk out the door, with the 

payments process entirely 

automated. It's enabled by a 

mobile app, cameras running 

image recognition, and weight 

sensors on each shelf. It plans to 

operate as many as 3,000 stores 

by 2021 (CNN).

Enabling a frictionless transaction at 
the edge
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CASE STUDY

Since 2017, all districts in Beijing have been required to increase 

surveillance cameras "so that every corner is covered" following widely 

publicized child abuse claims at kindergartens. In some cases, the 

kindergartens have monitoring rooms with full-time staff in charge of the 

video recordings. Teachers aren't allowed to access the recordings, and 

parents must apply for the right to view the video records. In some cases, 

systems are tied directly to police monitoring systems.

Result

University of Beijing researchers created a way to quickly process images 

from video surveillance systems in kindergartens. In a study, their goal was 

to analyze the emotions of children in real-time and notify personnel. 

Specifically, they wanted to detect images containing negative emotions –

anger, sadness, fear, and disgust – expressed by children. Researchers 

catalogued observation samples for the emotions conveyed by children in 

kindergartens. They determined that children are calm in 70% of 

observation samples, and the average negative emotion lasts more than two 

seconds. The researchers devised a system that would detect if an image 

contained a face or not at the edge. If it doesn't have a face, the image is 

discarded. If it does, it's classified into one of eight emotions: happiness, 

surprise, neutral, contempt, anger, sadness, fear, and disgust. The latter five 

are considered negative. The video is prioritized and sent to the cloud, 

where the faces are identified against a class database.

Situation

In a kindergarten with ten 

classrooms, using an edge server 

and two nodes, the researchers were 

able to detect more negative 

emotional incidents and reduce the 

time delay in receiving the 

information to between 4.9 and 6.6 

seconds. Now researchers are 

hoping to accumulate enough data to 

analyze children’s learning and 

health.

Source: ACM TURC '19 Proceedings 

of the ACM Turing Celebration 

Conference - China

Action
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AUTONOMOUS EDGE

KEY CONSIDERATIONS

If you plan to integrate emotional detection into your system, how are 

you informing users of that capability? Many will consider automated 

documentation of their emotions an invasion of privacy, so be sure to 

collect consent and be clear about why the data's being collected and 

what it's used for.

Info-Tech resource: Comply With the California Consumer Privacy 

Act

How might you design the system differently if you had 5G connectivity 

available today? With major carriers expected to deploy 5G networks 

in the next two to three years, it makes sense to plan for that 

capability. You may even consider a fixed wireless solution to bridge 

the gap until widespread 5G networks are available.

Info-Tech resource: Behind 5G

Where does it make sense to build in intelligence in your network? Is 

latency an important factor? Or is reducing cost crucial? Determining 

these answers will help your design, whether AI is built into the 

devices you deploy, at a node that's nearby, or in the cloud.

Info-Tech resource: Design an Enterprise Architecture Strategy

Architect

Transparency

Next-Gen Ready
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As the autonomous edge creates more sensitive data 

about individuals, such as their physical location and their 

emotional state, discussions about who gets access to that 

data and when it’s appropriate to use it will force society to 

grapple with new ethical considerations.

In July 2019, Motherboard revealed that Amazon’s home 

surveillance company Ring has partnerships with 200 law 

enforcement agencies in the US. Officers access a Law 

Enforcement Neighborhood Portal that shows a map with 

locations of installed Ring cameras (Harwell). Police can 

request footage directly from owners without a warrant. 

The partnerships also require that police promote Ring in 

exchange for credit towards free Ring cameras.

Fight for the Future is a non-profit organization whose 

mission is to ensure freedom on the web and expand the 

internet’s transformative power for good. It describes the 

Ring network as a for-profit corporate surveillance program 

and has linked it to its campaign for a federal ban on facial 

recognition technology.

WHAT’S NEXT
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Director Daniela Rus

Computer Science 

and Artificial 

Intelligence 

Laboratory (MIT 

CSAIL)

We’d like to move away from a world where people 

have to adapt to the constraints of machines...it’s very 

much possible to develop robotic systems that are a 

more natural and intuitive extension of us.

“ “
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FROM ROBOTIC AUTOMATION 
TO SYMBIOTIC ROBOTS

Robot density in 

manufacturing industry 

around the world (per 

10,000 employees) 

(McCarthy):

R O B O T  D E N S I T Y

South Korea 710
United States 200
China 97

Through either robotic machinery or software, many tasks that 

were previously assigned to people are now fully automated in 

certain controlled settings. Factory workers are the primary 

example of people being replaced by robots, but many other 

professions are destined to the same fate. 75 million jobs could be 

displaced by automation by 2022, and machines will be clocking in 

more work hours than humans by 2025 (WEF). But this trend isn’t 

a story of robots coming to take our jobs. Rather it’s about a new 

paradigm of work that involves both robots and humans working 

side by side for mutual benefit. Already, collaborative robots are 

working alongside humans in highly structured environments and 

can be easily trained to complete new tasks. Soon, symbiotic 

robots will be deployed in semi-structured environments to 

augment human capabilities. This activity will create 133 million 

new roles in the workplace by 2022, for a net gain of 58 million new 

jobs (WEF).

In the near term, humans and robots will engage in symbiotic 

systems that yield an overall better return on investment. This will 

be accomplished by using AI’s ability for prediction and humans’ 

ability for judgment to process inputs. In the long term, humans 

and robots will become more literally symbiotic, embodying a 

shared interface that's shaped to the work required. 21
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Subtitle of the slide

SIGNALS AND DRIVERS
Developed economies are experiencing 

labor shortages in the manufacturing 

sector that are compounding into a need 

for a more creative solution. Recent 

graduates don't want to work on 

manufacturing lines, so firms are 

investing more in automation. But there 

is also a shortage of robot technicians 

and programmers. The solution is to 

have “cobots” – robots that can be 

trained to do a job through low-code or 

no-code interfaces, often with the human 

physically guiding it through the task to 

teach it (Simon Drexler).

The collaborative robotics sector 

increased its value 10x between 2015 

and 2020, growing from $95 million to a 

$1 billion industry.

SYMBIOTIC ROBOTS

With humans working alongside robots more often, manufacturers are learning 

that giving robots basic human characteristics, such as facial expressions, can 

help improve both safety and efficiency. The ability to train these robots has 

also been abstracted with a machine learning layer that allows humans to train 

robots in the same way they’d train another person. 

More sophisticated approaches to managing robots deployed in the field are 

also in nascent stages, using cloud technology approaches to scale a person’s 

judgment capabilities to a fleet of connected, mostly-autonomous robots. 

Rise of the COBOT

Commercial robot install base in warehouses 
(ABI):

4,000 (2018)

50,000 (2025 – expected)

There are a minimum of 151 
cobotics models available in the 
market (Cobotics World).

29% (2019)

42% (2022 – expected)

Sales of cobots to the vehicle 
industry are expected to rise 40% 
year over year between 2017-2022 
(The Economist).

Percentage of work hours completed by 
machines (HP):
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SYMBIOTIC R O B O T S

Critical Uncertainties

In some work contexts, robots may be running as edge devices 

without persistent network connectivity. This could lead to challenges 

in centralizing data, and the data collected by robots also has a range 

of different storage requirements. It may be hard to design a system 

that facilitates robot observation and fluid data movement while 

maintaining compliance with security and privacy standards.

As each robotics manufacturer develops its own low-code or no-code 

interface, there is a risk of a lack of standardization in the industry. 

Combined with a general reluctance in the industry to trust outside 

infrastructure, this could inhibit progress as the complexity of robots 

continues to rise (Jeff Linnell).

Deploying robots to work alongside humans poses safety challenges, 

which encourages the programming of conservative approaches to 

motions and easily triggered fail safes. But robots that are 

programmed to be overly cautious in a work environment can suffer 

low productivity (Sherman).

Safety vs. productivity

Autonomy vs. centralization

Rapid development vs. standardization

01 

02 

03 

Robotics are being 

adopted at a brisk 

pace, but many fears 

still stand in the way 

for some firms. 

Negative perceptions 

include that robots 

aren't cost-effective, 

that they require skills 

not held by the firm, 

and that they will 

replace human 

workers (Pellier).

Robot fears
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https://www.realworlddevops.com/episodes/observability-robots-with-ian-sherman
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Adidas opened two 

"speedfactories" in Bavaria and 

Atlanta using traditional robots and 

cobots. The time to manufacture a 

shoe was reduced from 60 days to 

six days (Lloyd’s).

BUSINESS BENEFITS

Work models that combine robot and humans result in the 

best of both worlds – efficient handling of repetitive and 

labor-intensive tasks with the ability to tolerate variability. As 

firms build more of these processes into their environment, 

they'll also benefit from having their own talent create high-

value data sets that can be used to further hone automation 

algorithms (Jeff Linnell).

Efficiency

Scale

Intelligence
Training robots by hand enables for easy skill transfer to 

robots, makes them more adaptable, and reduces costs to 

train the robots (Pellier).

Adding human intuition to semi-autonomous robots makes it 

possible to overcome edge-case scenarios that prevent the 

robot from completing its task, meaning it's now possible to 

introduce robots to the work environment at scale.

SYMBIOTIC ROBOTS

All in on robots
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https://www.lloyds.com/~/media/files/news-and-insight/risk-insight/2019/robotics_2019_final_pdf.pdf
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HUMAN BENEFITS

In an Oregon State University study 

with 20 participants that high-fived a 

Baxter Research Robot, 

researchers documented how 

certain qualities changed people's 

perception of the robot's 

personality:

• A facially reactive robot is seen 

as more pleasant and energetic.

• A physically reactive robot is 

seen as less pleasant, 

energetic, and dominant.

• A stiffer-armed robot seemed 

safer and less dominant.

• Overall, participants displayed 

happy expressions more than 

any other facial expression 

(Fitter).

Social touch interactions and emotional 

features on robots help them be accepted by 

colleagues as individuals and improve human 

engagement and attentiveness, increasing 

safety and leaving workers feeling more 

positive (Fitter).

Trust

Resilience

Experience

As robots enter new sectors, they can reduce 

the drudgery of work and remove physical 

constraints of workers, as well as preventing 

exposure to dangerous environments.

Using force-limited joints that quickly react to 

any impact, the risk of pinching and crushing 

is reduced. Adding human monitoring and 

oversight further reduces edge-case 

scenarios where injuries might occur (Tobe).

SYMBIOTIC ROBOTS

Robo-decorum is needed
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A C T I O N

R E S U L T

CASE STUDY

Advances in AI allow robots to be close to full autonomy 

outside of structured environments, such as a manufacturing 

line, but not quite to the point where they can be scaled up to 

reliably complete tasks in environments such as a retail store. 

Too often, robots encounter an edge-case scenario that 

prevents them from completing a task. This prevents certain 

industries from exploring robotics as a way to solve 

challenges. As a result, more manufacturers are looking at 

providing “robot observability” platforms that will allow humans 

to intervene when necessary to help robots solve unexpected 

problems. 

The risk is that each manufacturer will create their own 

platform without any common standard, causing fragmentation 

across any environment that might use robots from different 

providers (Jeff Linnell).

Formerly the VP of Product at 

Google Robotics, Jeff Linnell started 

Formant in 2016. The startup’s 

mission is to enable next-generation 

robotics through a cloud-connected 

observability platform. It allows for 

remote workers to intervene in real-

time to solve problems encountered 

by robotic systems. 

The San Francisco-based company 

launched its platform on October 1, 

2019. It enables robotic workforces 

with a “human in the loop” 

connection enabled by a real-time 

data stream aggregated into a 

single user interface.

Situation
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SYMBIOTIC R O B O T S

KEY CONSIDERATIONS

How would adding robot data to your environment impact your governance 

policies? Often robots will function on the edge but may interact with cloud 

resources at times. Consider partnering with a robotics manufacturer or solutions 

provider that could enable a low-code or no-code environment to make robot 

training easier.

Info-Tech resource: Is Low-Code Development the Right Approach for My 

Organization?

Would you keep robot support and maintenance tasks in-house or outsource 

them? Also adapt training programs to properly account for socializing robots with 

employees and reduce fear of replacement by explaining the benefits of robots to 

workers and how it fits into a symbiotic process.

Info-Tech resource: Are Robot Commanders Going to Be a Part of Your Future 

Workforce?

What processes in your customer value chain are high volume and repetitive? 

What are the intuition-based steps that surround that process? Keep in mind safety 

of employees and any edge cases that could prevent a robot from completing its 

task.

Info-Tech resource: Process Evaluation Tool for Robotic Process Automation

Business process

Data governance

Workforce adjustments
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WHAT’S NEXT
SYMBIOTIC ROBOTS

Rethink Robotics' Baxter and Sawyer robots make six-axis robotic 

arms that have screens with faces that convey human emotions. 

The face helps colleagues see it as an individual and holds the 

attention of people for five times longer. It promotes better 

communication, with the eyes glancing in the direction the robot is 

about to reach. The approach has allowed customers like Plastic 

Molded Concepts to deploy the robot and train it without any 

automation engineers on staff. It cooperates seamlessly with 

colleagues around a CNC machine to create a part for a pressure 

gauge (Rethink).

MIT's CSAIL lab used Baxter and Sawyer robots to create human-to-

machine interfaces enabled by EEG (electroencephalography) and 

EMG (electromyography). In this system, there is a bi-lateral 

augmentation where a person benefits from the physical capabilities 

and the robot benefits from the human's judgment. 

In lab tests with the interface, researchers found the robot's 

accuracy for simple tasks improved from 70% to 97%. Researchers 

also identified opportunities to improve the robot's classification 

capabilities (josephdelpreto.com).
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IF DEEP LEARNING 
THEN DISTRIBUTED TRUST
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Rachel Botsman 

Author and Oxford University Trust 

Fellow, Nordic Business Forum

This is inherently what technology wants to do, it wants to 

take some form of power or some form of value and 

fragment it in a different way. This is what I call distributed 

trust.

“ “
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IF DEEP LEARNING 
THEN DISTRIBUTED TRUST

Worldwide, there is a 

record high of trust 

inequality in major societal 

institutions between the 

informed public and the 

mass population, with a 

gap of 16 points (Edelman 

Trust Barometer 2019).

Institutional Trust Distributed Trust

The world is facing a trust crisis. The trust people place in traditional institutions 

continues to decline, rendering long-standing government structures and large 

corporations at risk of disruption. At the same time, the early days of AI’s application 

to society has been far from perfect. The algorithms at the heart of deep learning 

are only as good as the data they’re fed to recognize patterns. Too often, data sets 

are biased, and that bias is embedded into the algorithm at scale. Worse yet, 

malicious actors are using AI to intentionally mislead the public with “deepfake” 

videos, which allow any actors to assume the likeness of a famous – and often 

powerful – individual with relative ease and eerie accuracy.

To deal with the erosion of society’s trust in singular institutions, a decentralized 

model of trust is emerging. Blockchain is the best example of technology that can 

objectively establish the reputation of transacting entities, and it’s serving as the 

basis for new organizational systems of people, IoT devices, and machine learning 

algorithms. To grapple with the inherent bias in algorithms, a distributed creator’s 

network is needed to provide diversity of thought and an ability to adapt to new data.

Blockchain is the first commercially viable enabler of control by the means of 

distributed trust but isn't the only path to achieving such a system. Nonetheless, 

major players are exploring next steps in making blockchain more scalable and 

accessible.

Divided trust
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Traditionally companies have been the most efficient method of reducing 

transactional friction. Owners and employees come together in a seamless 

environment that encounters transactional friction when external parties are 

involved. With the internet's decentralized marketplace, this is becoming 

increasingly unsatisfactory to consumers that are external to that environment. 

Government services also suffer from transactional friction, where different 

departments within a government or services offered by different jurisdictions 

prove difficult to navigate in a digital context. The need for a framework that 

facilitates frictionless transactions objectively is being addressed by new 

technology systems.

Increasingly complex interactions between people aren't the only reason that 

distributed trust is needed. As IoT devices at the edge proliferate and store 

more data, they will present a dynamic and high-interaction environment that 

is difficult to secure. To provide reliability, the reputation of devices must be 

constantly evaluated.

When traditional isn’t trustworthy

SIGNALS AND DRIVERS

Afghanistan, Denmark, the 

Netherlands, Bulgaria, the Maldives, 

Norway, Liberia, Poland, Jamaica, Sri 

Lanka, Zambia, Myanmar, France, 

Canada, Hong Kong

Countries that have announced or piloted digital ID:

Algeria, Belgium, Cameroon, Ecuador, 

Jordan, Kyrgyzstan, Italy, Iran, India, 

Japan, Senegal, Thailand, Turkey

Countries that have launched digital ID:

Blockchain patent filings 

(Derwent)

2016: 2016

2017: 4142

2018: 7189

Amazon attempted to use AI to review job applicants’ resumes and rate them 

one to five stars to automate the identification of top talent. The algorithm was 

trained using resumes submitted to Amazon for the past decade. But that data 

set overrepresented men, by virtue of there being more men than women 

working in the tech industry. An unforeseen effect of this was that the algorithm 

penalized women’s resumes. Amazon gave up on the effort to apply AI to 

candidate selection in 2017 (Reuters).

When AI becomes biased

DISTRIBUTED TRUST
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https://www.iam-media.com/patents/revealed-countries-leading-race-blockchain-patents
https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G


CRITICAL 
UNCERTAINTIES

Different distributed trust systems, such as national digital identity schemes, 

are being built without any common agreed-upon standards. It's possible that 

users of different distributed systems could find themselves “locked-in” to a 

technology system that doesn't offer interoperability, diminishing the value of 

the distributed system in the first place.

Fragmentation

Scalability bottlenecks

Lack of node distribution

Many blockchains are built on a proof-of-work mechanism that uses a 

competitive ecosystem, resulting in constantly increasing requirements for 

resources as more power for processing is required over time. This makes 

validation and consensus building slower over time, which can't be tolerated 

in high-frequency transactional systems.

As mining blocks require more resources, the entities capable of contributing 

to the system become more concentrated. Also, hyperscale infrastructure 

providers have launched Blockchain as a Service that requires all nodes to 

be located with the same provider's infrastructure. This could threaten the 

concept of a truly decentralized system.

While these approaches allow for easier scaling of networks, it sacrifices the 

distribution of nodes. Organizations implementing such a system are forced 

to make a choice between scalability and distribution based on their own 

priorities.
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In the current externalized trust model, 

one trusted third party must scale 

resources as the volume of 

transactions occurs, resulting 

in diminishing returns as more 

interactions accrue. With a 

decentralized means of reaching 

consensus, third parties no longer 

need to construct complex systems 

and provide infrastructure, potentially 

lowering the cost of system 

construction and operation in areas 

such as healthcare (Caseau).

Efficiency

As participants are unrestricted in 

how they can discover, verify, and 

transact with each other on a fully 

distributed basis, there is no barrier 

to the number of nodes on the 

network. As a network’s value tends 

to increase with its number of nodes, 

it is expected the value of these 

networks will scale geometrically 

(Ristimaki).

Scale

With technology taking on the role of 

transactional fulfillment, built-in 

agreements could enable automated 

payments when data is copied, 

eliminating piracy and allowing for 

digital scarcity, which is necessary for 

intellectual property markets.

Intelligence

$5 billion
annually that could be saved by using 

blockchains to conduct cross-border 

payments, McKinsey estimates.

BUSINESS BENEFITS
DISTRIBUTED TRUST
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https://euagenda.eu/publications/the-blockchain-or-distributed-trust
https://medium.com/@sasuristimaki/economic-disintermediation-and-new-decentralized-structures-79dddab49e9c
https://medium.com/@PenserConsult/a-primer-on-blockchain-for-banking-6f9b5a0144c1


HUMAN BENEFITS
Detecting deepfake videos with confidence has proven 

unreliable because forgers and debunkers are caught in an 

"arms race." But if you control the camera, then Austin, Texas-

based Factom seeks to hash and organize video streams into 

chunks of time stored on a distributed ledger, allowing for 

proof of the video’s provenance. It's currently in a pilot phase 

with the US Department of Homeland Security (Factom).

Trust

Resilience

Experience

As awareness of the value of personal data increases and 

more regulatory regimes protect digital consumer rights and 

privacy, more granularity of data access will be required. 

Distributed trust systems allow the management of access 

with specific stipulations.

The United Nation's sustainable goals for 2030 include 

providing legal identity for all. Using a distributed trust 

approach, digital identity systems are providing that and 

putting users in control of their credentials, limiting their 

exposure in each individual transaction. It removes the need 

for a stable government source to provide identity 

authentication. It replaces vulnerable password-based 

systems that lead to rampant online service fraud 

(Mastercard).

DISTRIBUTED TRUST
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https://www.factom.com/company/news/press-release/dhs-svip-phase4/
https://www.mastercard.us/content/dam/mccom/en-us/issuers/digital-identity/digital-identity-restoring-trust-in-a-digital-world-final-share-corrected.pdf


CASE STUDY
Machine learning requires large data sets and a considerable amount of computing 

power. As a result, it's difficult for independent developers to harness enough 

resources to develop new AI algorithms. Even when they do, they often are limited in 

ways to monetize them other than selling the algorithm to a major hyperscale 

platform. This results in a consolidation of AI capabilities and ownership into the 

hands of a few large corporations.

Artificial intelligence is far from offering a general intelligence that solves a variety of 

problems. Instead, algorithms are narrow in scope, solving one specific type of 

problem. There is no standard way to connect different algorithms. SingularityNET 

bills itself as a "decentralized self-organizing" cooperative that is creating an open AI 

platform to address these issues.

SingularityNET launched in Fall 2017 and held a token generation event soon 

afterwards. It allows anyone to create a node that is capable of either requesting or 

fulfilling AI tasks by engaging in other nodes via economic transactions using the 

platform's AGI tokens (Loureiro).

When a problem is submitted to the platform, AI engines can place a stake on the 

problem or a specific piece of the problem, which is based on the confidence that the 

AI service will be able to solve the problem at a certain price. That trust is based on a 

reputation scoring system, which relies on the ratings provided by parties after 

exchanging tokens. When AI services solve problems, the developers receive AGI 

tokens as payment.

DISTRIBUTED TRUST

R E S U L T

Its goal is to create an open 

marketplace for those seeking AI 

services and AI developers. The 

platform has a magnifying effect 

because AI services can solve 

different parts of the problem and 

pass data between services, 

combining to provide a greater 

service than the sum of its parts, 

towards approximating a general 

AI. SingularityNET is already 

being used by Domino's Pizza in 

Singapore and Malaysia to seek 

ways it can automate its delivery 

operations and consolidate its 

operation centers.

Situation

Action
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https://blog.singularitynet.io/nexus-partners-with-singularitynet-to-explore-groundbreaking-tech-integrations-c27f4e6adf18


KEY CONSIDERATIONS

Could deepfake content plant seeds of distrust on your platform? The AI arms race between 

deepfake creators and detectors is a similar dichotomy to cybersecurity vendors and 

Blackhat hackers. Cybersecurity vendors have moved away from a signature-based 

approach for detecting malware and towards a heuristics-based approach. These heuristics 

are based on a distributed approach that probes reputation and behavior. Detecting 

deepfakes could involve a similar heuristic approach considering the reputation of the 

source, artifacts or metadata of the video, and the pattern of distribution. Platforms that 

proliferate content should hold responsibility for implementing such considerations and 

preventing deepfakes.

Info-Tech resource: Are You Ready for AI?

Are you building blockchain for your organization? Consider building it with a sidechain 

architecture that pegs into the Ethereum blockchain. The sidechain approach allows for 

sub-community management, offering a simpler protocol and improved performance. 

Pegging it to a global blockchain provides the benefits of increased security. Ethereum 

presents a good choice as a widely used blockchain that should be available long term 

(Caseau). (Even Amazon has adopted Ethereum for its blockchain hosting service.)

Info-Tech resource: The Back End of Blockchain

Are you able to track interactions with your customers and then act on that history? Treating 

the customer as if they have no identity will erode trust, whereas demonstrating familiarity 

builds trust (ZDNet).

Info-Tech resource: Design a Customer-Centric Digital Operating Model

Personalize

Beware of bad actors

Build efficiently

DISTRIBUTED TRUST
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MasterCard is planning to launch a digital identity 

interoperating service to facilitate identity-requirement 

transactions between different countries. It will 

leverage its network for trusted payments as a way to

provide a one-time check on identity veracity. Its first 

step into the market won't require the use of 

blockchain to facilitate this, it will treat the user as an 

end-point node that asserts which aspects of their 

identity are being accessed.

"Take a system in Sweden that's produced a bank-

related digital ID, what I have to know is what's 

checked and then I can map it against what's needed 

for the relying party. Is that completely sufficient or do 

I have to ask for something else? That's how our 

system works. It's a matter of using a language to 

describe what's been checked and how. "

– Charles Walton, SVP of digital identity at 

Mastercard

WHAT’S NEXT
Digital identity
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Nick Brackney

Creator of the data 

capital program, Dell 

EMC

Every company is digitally transforming. So when we talk about data and the value it can hold, it 

becomes a competitive advantage for a company. It's the reason why a company has to

digitize...by making the investment in data and analysis they're actually able to fend off digital 

disruptors and thrive.

“ “
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FROM DIGITAL ETHICS
TO DATA EQUITY

Twitter $9.48

Facebook $7.37

Pinterest ~$2.80

Snap $2.09

Reddit ~$0.30

(Feiner)

AVERAGE REVENUE 
PER USER

Estimated size of global 

datasphere in 2025, a 10x 

growth from 16.1 ZB in 2016 

(Berthier). One zettabyte is 

equal to one trillion gigabytes.

163 ZETTABYTES

Internet users are waking up to the realization that if they’re not paying 

for a product, then they are the product. The most popular web services 

are built on a business model of providing at no monetary cost but 

harvest as much personal data as possible. That data is used to sell 

users with personalized ads. After the Cambridge Analytica scandal saw 

Facebook executives brought in front of the US Senate for questioning, it 

became apparent the degree to which users had lost control over their 

own data. Measures like the General Data Protection Regulation (GDPR) 

are designed to return some of that control to users, requiring strict 

consent and transparency standards. 

Ultimately, the value of data is becoming more literally equated to equity. 

Crypto-currencies are one way that data can represent transferrable 

value. But data is being commodified in other ways as well, acting to 

balloon company valuations and often being interchangeable with 

funding in the context of public–private partnerships. As the inherent 

value of data becomes clear, data that flows between parties in a 

transaction will tend towards the same behaviors seen around 

exchanges of equity.
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Businesses must embrace data-

driven decision making to compete in 

today's digital environment. 

Customers expect personalized 

services that are convenient to 

access, and to provide that, 

businesses need to create or retrieve 

data that informs them about their 

customers and the touchpoints. In a 

market where the most valuable 

companies are producing intangibles, 

data becomes a raw material that can 

be refined into a valued intangible 

asset (MIT + Nick Brackney).

The advancement of AI has resulted in 

the cost of prediction going down. With 

cheaper prediction, businesses are 

converting the problems they are 

grappling with (or already

solving through another approach) into 

problems they can solve with prediction. 

The process of making a prediction 

involves taking information you currently 

have and using it to generate information 

you don’t. Businesses need better data to 

train their prediction machines and solve 

problems in a faster and cheaper method 

(Agarwal).

Some startups, or existing 

businesses that are willing to quickly 

adapt, are taking data-driven decision 

making to a new level by creating 

new classes of data that can track 

previously opaque processes. Firms 

are developing data platforms that 

can create data to track customer 

journeys, smart city infrastructure, or 

autonomous working robots. The 

need to track various processes with 

more precision is fueling these new 

firms.

SIGNALS AND DRIVERS

“Data is the new oil” Prediction is cheap Data for everything

of executives say new 

data-and-analytics 

businesses are 

undermining traditional 

value propositions.

50%
of executives in 

Energy, Financial 

Services, and High 

Tech have begun 

monetizing data.

>50%
boost to global GDP 

by data flows from 

2006 to 2016 

(McKinsey).

+10%
amount of sales growth & gross 

margin enjoyed by companies 

leveraging customer data when 

compared to companies that don’t 

use it (Gallup).  

DATA EQUITY

85% & 25%
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CRITICAL
UNCERTAINTIES

DATA EQUITY

Hackers understand the data equity trend and harvest personally identifiable 

information that can be used for identity theft, then sell it in underground 

markets on the dark web. Data brokers operate in a legal grey zone where they 

trade the personal information of millions of strangers. The net result of such 

predatory practices is more distrust at the individual level.

New black market

Management

Compliance

The more value you derive from your data, the more critical it is to protect it and 

avoid downtime. Businesses could become "digital pack rats," storing data that 

has no expiration date to its value indefinitely. Not only would this tax resources, 

it could potentially cause compliance concerns (Nick Brackney). Proliferation of 

data causes problems for IT staff. When it's stored in myriad locations, 

determining where data is and where it should reside becomes a challenge 

(Dell EMC).

Businesses will have to build in privacy and security by design as they develop 

data strategies. If they don't, it will become difficult to "bolt-on" to the value 

chain later (Shea). As different geographic jurisdictions respond to data-based 

services, there's a divergence in compliance regulations around security and 

privacy. Companies operating on an international scale may not be clear on 

their obligations.
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Organizations with annual 

growth rates of at least 10% in 

revenue and earnings for the 

past three years are more likely 

to monetize data: 78% use it to 

add services to existing 

offerings, 45% develop new 

business models, and 29% join 

with similar firms to create a data 

utility (McKinsey).

BUSINESS BENEFITS

Efficiency Intelligence Scale

Every company has potential to 

generate internal transaction data 

that can be considered proprietary 

data. That is, it's unique and 

specific to that company's 

relationship with a customer. Firms 

that can mine this data are already 

halfway to creating a new 

competitive advantage or even a 

new industry in line with Google 

(data on the structure of the 

internet), Uber (data on where 

people want to pay for rides to), 

and Facebook (data on who your 

friends are.) Business development 

directors everywhere should be 

looking to their data operations 

teams to pick low-hanging fruit 

(WSJ).

Accruing the right data could 

boost the value of your firm for a 

potential acquisition. For 

example, in 2017 Microsoft 

bought LinkedIn for more than 

$26 billion. LinkedIn had 433 

million users at the time, all in a 

web of professional connections 

that could be useful to 

Microsoft's own sales 

opportunities. It also helped it 

improve the functionality of its 

Dynamics CRM, which now 

evaluates LinkedIn data to 

gauge how warm company 

relationships are and 

recommends actions on at-risk 

deals by leveraging that network 

(Microsoft).

DATA EQUITY
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HUMAN BENEFITS

More nations are moving 

towards a digital identity system 

that enables citizens to manage 

their own data, revealing only the 

necessary information to 

complete transactions and only 

for the time it's necessary to do 

so. Privacy is strongly linked to 

freedom in democratic societies, 

and in a digital context, 

exercising control over your own 

data is tantamount to privacy.

Trust Experience Resilience

By leveraging customer data to 

provide personalized services –

delivering the right information to 

the right person at the right time 

– not only do firms stand to 

increase their share of wallet and 

reduce churn rates, but they 

effectively delight the customer. 

The customer is relieved to be 

rescued from the drudgery of 

answering the same questions 

multiple times, wading through 

reams of irrelevant information, 

or the annoyance of unwanted 

communications (Oracle).

A growing recognition of the 

value of data and the insights 

that it enables is giving rise to 

proposals of new governance 

structures, particularly around 

smart city projects that involve 

public data. In Toronto, Sidewalk 

Labs proposed an Urban Data 

Trust to determine how data gets 

used. The idea was rejected by 

Waterfront Toronto, the tri-

governmental body that 

contracted Sidewalk Labs. It 

opted to govern the data 

collected directly (Financial 

Post).

DATA EQUITY
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CogniFrame participated in CDL's program starting in 2018. 

Founder and CEO Visweswaran Vish R had built career history in 

the financial industry and was able to leverage his relationships to 

negotiate access to the required data sets (Peter Wittek).

While quantum computing is still in its 

infancy, its potential for improving machine 

learning algorithms and faster processing 

of combinatorial optimization provided an 

exciting potential in the financial industry. 

Using the probabilistic mathematical 

principles to find optimization solutions is 

well-known by researchers in the field, but 

banks aren't keen to share data sets 

considered to be proprietary.

Creative Destruction Lab (CDL) Toronto is 

a seed-stage entrepreneurship program 

that offers a quantum machine learning 

stream. It provides startups access to 

business advisors, capital, quantum 

platforms, technical education, and 

business support.

CASE STUDY
DATA EQUITY

With the right data to train quantum machine learning algorithms, 

CogniFrame is now able to offer a service to clients to provide 

optimal solutions around asset liability management. The top 

1,000 banks have a return on assets of between 0.6% and 0.8%, 

so even small improvements in this area can yield millions of 

dollars of income. For example, a 0.1% change to ROA on $1 

billion of assets is equal to $1 million. CogniFrame claims it can 

yield better returns than classical approaches.

CDL recognizes the value of data sets to facilitate success stories 

like this one. Its system for corporate partnerships seeks both 

funding (quantum computing is expensive) and data. "Any 

company needs data," says Peter Wittek, Assistant Professor, 

University of Toronto and Academic Director, Quantum Program, 

Creative Destruction Lab. "So you have certain partnerships 

where you can get some data for companies to learn. That's a big 

boost.” 

Result

Action

SITUATION
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Architect

KEY CONSIDERATIONS

Do you have a solid data foundation in place? This is a prerequisite to monetize 

data. Seek to put data to work for internal use cases, making data-driven 

decisions and finding operational efficiencies as a testing ground. Consider 

partnering with analytics companies and platform providers that can supplement 

existing capabilities or provide tools for data analysis (McKinsey).

Info-Tech resource: Build an Extensible Data Warehouse Foundation

Innovate
What business blind spots do you have that might be revealed by creating a 

new class of data? Develop or acquire the capability to create new classes of 

data that will turn your business processes into measurable and predictable 

transactions. Consider working with suppliers, customers, or industry peers 

(WSJ).

Benefit

Leverage your data as an asset to gain access to platforms that could provide 

clear business benefits in the future. Consider partnering with AI researchers 

that need data sets today to train machine learning algorithms, which could 

lead to new capabilities for your business in the future. Sometimes forming a 

data partnership with an incubator can be just as valuable as investing (Peter 

Wittek).

Info-Tech resource: Drive Business Innovation With a Modernized Data 

Warehouse Environment
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WHAT’S NEXT
The International Conference of Data Protection & Privacy 

Commissioners put forward a declaration on Ethics and Data 

Protection in Artificial Intelligence that will shape international 

regulation in this area. It endorsed six guiding principles (2018):

1. Artificial intelligence and machine learning technologies 

should be designed, developed and used in respect of 

fundamental human rights and in accordance with the 

fairness principle.

2. Continued attention and vigilance, as well as accountability, 

for the potential effects and consequences of, artificial 

intelligence systems should be ensured.

3. Artificial intelligence systems transparency and intelligibility 

should be improved, with the objective of effective 

implementation.

4. As part of an overall “ethics by design” approach, artificial 

intelligence systems should be designed and developed 

responsibly, by applying the principles of privacy by default 

and privacy by design.

5. Empowerment of every individual should be promoted, and 

the exercise of individuals’ rights should be encouraged, as 

well as the creation of opportunities for public engagement.

6. Unlawful biases or discriminations that may result from the 

use of data in artificial intelligence should be reduced and 

mitigated.
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APPENDIX: 
TECHNOLOGIES THAT ENABLE 
THE TRENDS



Artificial intelligence remains well within 

the realm of solving narrow problems 

with machine algorithms. The embrace 

of AI's value is becoming more 

widespread across every industry. The 

ease of training algorithms with custom 

data sets is enabled through myriad AI-

as-a-Service offerings, which are 

bringing tools to create AI algorithms to 

those that aren't data scientists. At the 

same time, CPU manufacturers are 

tweaking their silicon to accommodate 

the needs of AI computations, 

particularly the running of inference 

models. While we won't see “the 

singularity” take place in 2020, 

organizations around the world are 

rethinking their approach to solving 

problems through the lens of cheap 

prediction and shifting operations to 

adapt to this new reality.

ARTIFICIAL INTELLIGENCE
AI is an enabler in several of our trends featured 

in this report:

• Symbiotic Robots: Using machine learning 

to enable robots to teach themselves 

strategies to complete tasks has allowed them 

to become more adaptable to different tasks, 

more easily trained by workers without 

programming skills, and even able to safely 

interact with humans in a work environment.

• Data Equity: Machine learning is allowing 

organizations to harness their existing data 

sets to gain new insights about customers and 

automate processes. Data scientists are no 

longer needed to predict outcomes, and as a 

result, businesses are hungry for new 

datasets to feed into their AI streams. As a 

result, firms with access to unique data are 

being highly valued as acquisition targets.

• Autonomous Edge: Inference models allow 

machine learning to be executed on an edge 

device without persistent connectivity, allowing 

organizations deploying IoT solutions to have 

latency-free automation as close to the origin 

of data as possible. 50



Now more than a decade old, Bitcoin's 

underlying technology is being 

acknowledged beyond its use for creating 

crypto-currencies and its applicability to 

solve a range of business problems. 

Blockchain offers a unique solution 

because of its capability to deliver on these 

five systems characteristics:

1. Distributed and transparent

2. A system of transactions

3. Guaranteed by an extended community

4. No trusted third parties

5. The capacity to operate complex 

protocols (Caseau)

As a result of its unique capabilities, blockchain is an enabler 

for several of Info-Tech's emerging trends. It's the go-to 

technology system for enabling distributed trust, where 

intermediaries in a network rely on blockchain to hold credible 

information about each participant's reputation, enabling 

transaction-level trust. This dynamic has enabled new 

governance models for systems securing IoT devices as well 

as systems designed to match problems to the best machine 

learning algorithms. It's also enabling new scenarios for data 

equity by allowing for digital scarcity. Blockchain solves the 

problem of data being infinitely copied without cost, meaning 

intellectual property owners can confidently enter digital 

markets where copyright is respected. In platform 

organizations, blockchain is being embraced as a tool that 

can effectively disintermediate relationships, enabling more 

efficient peer-to-peer connections where rules can be 

customized towards the end goals of the transactional 

parties. If the past decade has been about the story of 

Bitcoin's impact on the world, the next decade will shift the 

narrative focus to the transformational power of the 

technology that underpins it.

BLOCKCHAIN

C O N T E X T
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QUANTUM COMPUTING
Computation based on qubits rather than silicon gateways is still in its early days, but enough 

advancement has been made in this field that early commercial applications are being seen in the wild. 

Some quantum researchers now predict that we could see consistent quantum advantage in about one to 

three years (Peter Wittek). With just 60 qubits working in an error-corrected environment, a quantum 

computer could deliver more power than any existing traditional computer. As they're being developed, 

early access to quantum processing is also being made available through cloud platforms, enabling 

organizations to access that capability at a higher level of abstraction without the required technical burden 

of running the environment (Biamonte).

Out of the trends in this report, quantum is best understood as an accelerator for artificial intelligence, 

leading to more effective and powerful capabilities for symbiotic robots and the autonomous edge down 

the road. Quantum machine learning enhances the performance of algorithms that are difficult to run on 

classical computers. Quantum will help solve problems in the area of combinatorial optimization, a 

mathematical approach used to solve problems that become exponentially more difficult to solve as more 

variables are added to the system – such as routing traffic to ease congestion in a bustling metropolis 

(BOHR). Quantum-run machine learning can learn from data both faster and with higher precision when 

compared to traditional computing. It requires fewer queries to be made and fewer gates to reach a 

solution as well. The result is an exciting value proposition where quantum could create a technological 

shock wave by drastically reducing the cost of prediction. But barriers to harnessing it remain with the 

development of the basic hardware, the necessity to “convert” classical computer data sets into quantum 

language, then convert the solution back into data useable by traditional computers.

Quantum computing can also play a role in distributed trust through quantum key distribution, which 

relies on quantum behavior to generate very strong cryptography to encrypt communications between 

parties. A trusted authority could distribute quantum keys to trusted users and facilitate secure 

communications between two parties or multiple parties, even when the trusted authority is offline 

(Nordholt).
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5G
The next generation of wireless connectivity is moving along the maturity spectrum 

towards commercial rollout. In many countries, limited 5G networks have been set 

up for proofs of concept. As telecommunication carriers negotiate deals with 

equipment providers in a market that's overshadowed by regional politics, they're 

also communicating the benefits of 5G to businesses and consumers. The new 

wireless standard will offer faster speeds as well as lower latency. Requirements 

for a more-dense network of access points could mean widespread deployments 

are still years away in many regions. But fixed wireless providers invested in 

millimeter wave spectrum could play a role in enabling business solutions built to 

take advantage of the new standard (Christopher Taylor and Duncan McGregor).

5G is an important enabler for the autonomous edge, where an exponential 

scale-up in the volume of data creation is expected. While IoT solutions will still be 

designed with more powerful edge computing to assist with the processing of data 

close to its origin, 5G connectivity will enhance these solutions in two important 

ways. First, they'll make these edge solutions manageable, connecting remote 

locations to allow for configuration and upgrades. Second, they'll improve the 

capabilities of these solutions by allowing connectivity back to the cloud, where 

another layer of compute power can assist in analyzing data or relaying 

messages.

The commercialization of 5G itself will be deployed by platform organizations that 

bring together a complex technology stack of software, hardware, and 

communications standards. These ecosystems will be supported by myriad 

stakeholders including supply chain participants, governments, telecom carriers, 

and technology vendors.
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The combination of Internet of Things devices and augmented reality or virtual reality 

(mixed reality) user interfaces will enable improved workflows and a data-driven 

decision-making approach even for front-line field workers. Already, mixed reality 

interfaces in the enterprise are enabling the viewing of digital content in the context of 

a physical environment, full-scale access to crucial reference materials in an intuitive 

way, and seamless comparison between multiple data sources. Sensors and other 

connected devices can create actionable data for workers using mixed reality 

interfaces to simultaneously interact in the virtual world and the real world. It offers a 

new paradigm for communication and collaboration that does away with conventional 

interfaces that add layers of abstraction to computing systems.

Mixed reality will enable platform organizations by helping remote workers connect 

and collaborate in new ways. A new sense of presence can be obtained by workers in 

far-flung locations that are using headsets to meet in digital spaces to discuss new 

designs, road maps, and shared goals. To enable these work scenarios, a number of

players will be called upon to contribute rich data such as digital twin models, API 

connections to IoT devices, and other reference material that will enjoy new 

importance in the shared context of a digital layer mapped upon the physical world. In 

some cases platform organizations will be bound together through the exclusive ability 

to access specific layers of digital content in the context of their surroundings.

Mixed reality will also contribute to the autonomous edge, pushing digital content out 

to mobile edge devices equipped with screens to provide access for users. Edge 

infrastructure will also have to respond to new demands to provide low-latency 

information to mixed reality interfaces that support advanced features such as user 

interaction. This will require more automation at the edge, avoiding excessive 

transmission of data over an extended communications network.

MIXED REALITY+ IOT
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